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\‘ User-Managed Access is a protocol designed to give a web
\ user a unified control point for authorizing who and what
\ can get access to their online personal data (such as identity

Protect attributes), content (such as photos), and services

(such as viewing and creating status updates).

Shibboleth is an
Internet2 Middleware
Initiative project that has
created an architecture and
open-source implementation for
Identity management and federated
identity-based authentication and
authorization (or Access control)
infrastructure based on SAML.

Environments
The OAuth 2.0 authorization proto-

l col enables a third-party application

to obtain limited access to an HTTP 1’
pt®

service, either on behalf of a resource
owner by orchestrating an approval
interaction between the resource
owner and the HTTP service, or by
allowing the third-party application to
obtain access on its own behalf.
(The OAuth 2.0 Authoriza-
tion Protocol draft-ietf-
oauth-v2-25,
March 8,
2012)

Higgins —
initiated 2003 — is
a framework that
enables users and enterprises to
integrate identity, profile, and
relationship information across multi-
ple systems. Applications can use Higgins
to create a unified, virtual view of
identity, profile and relationship
information. A key focus of
Higgins is providing a founda-
tion for new "user-centric
identity" and personal
information
management
applica-
tions.

U-Prove is a
cryptographic tech-
nology that enables
the issuance and pre-
sentation of cryptogra-
phically protected claims
in @ manner that provides
multi-party security. The goal
is to enable the exchange of
verified identltY information
from sources (Claims Provider),
under the user’s control (via the
U-Prove Agent), to the recipients
(Relying Party).

Privacy by Design
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7 Laws of Identity
" ] Contact:
1. User Control and Consent 5. Pluralism of Operators and Technologies Mario Hofffann
2. Minimal Disclosure for a Constrained Use 6. Human Integration mario.hdMhann@aisae fraunhofetlle
3. Justifiable Parties 7. Consistent Experience Across Contexts d : i

; ; : www.identity-competence-center.de
4. Directed Identlty Kim Cameron (http://www.identityblog.com/stories/2004/12/09/thelaws.html) y P



